1. SECTION-by-SECTION

Sec. 1. Short Title

This Act may be cited asthe “the Provide Appropriate Tools Required to Intercept and Obstruct
Terrorism (PATRIOT) Act of 2001.”

Sec. 2. Table of Contents

Title! - Intelligence Gathering
Subtitle A - Electronic Surveillance

Section 101. Modification of authorities relating to use of pen registers and trap and trace
devices.

Currently, the government must gpply for anew penvtrap order in every jurisdiction where an
investigation is being pursued and this can cause serious delays that could be devastating to an
investigation, where additiond criminal or terrorigt acts are planned.

Under 18 U.S.C. 83121(b), law enforcement may obtain authorization from a court upon certification
that the information to be obtained is rlevant to a pending crimind investigation to ingal and use a pen
register device that identifies the source of cals placed from (outgoing) or atrap and trace device that
identifies the source of calsto a particular telephone (incoming). These devices do not capture or
record the content of any such communication under the terms of the court order.

Section 101 does not change the requirement under 18 U.S.C. 83121 that law enforcement seek a
court order to ingtal and use pen registers/trap and trace devices. It does change the number of times
law enforcement has to go back to court to track the same suspected terrorist or crimind for the same
investigation. Under the bill, §3123(a) would authorize courts to issue a Sngle pen register/trap and
trace order that could be executed in multiple jurisdictions anywhere in the United States. The hill
dividesthe exigting 18 U.S.C. §3123(a) into two paragraphs. The new subsection (a)(1) appliesto
federa investigations and provides that the order may be issued to any provider of communication
services within the United States whose assistance is gppropriate to the effectuation of the order.
Subsection (8)(2) appliesto State law enforcement and does not change the current authority granted
to State officids.

This section aso includes language to ensure that the penvtrap provisions apply to new technologies,
such asthe Internet. Section 101(b)(2) amends the contents of the order provisions under §3123(b)(1)
to take into account the new technologies relating to the different modes of communications. Section
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101(b)(3) amends the non-disclosure requirements under 83123(d)(2) to take into account the new
technologies rdaing to the different modes of communications.

Section 101(c) amends the definition section to include a new nexus standard under §3127(2)(A) to
provide that the issuing court must have jurisdiction over the crime being investigated rather than
the communication line upon which the deviceisto beinstalled. This section is aso amended to
account for the new technologies relaing to the different modes of communications.

Section 101(d) amends section 3124(d) to ensure that communication providers continue to be
covered under that section. Technology providers are concerned that the single order provisions of
section 101 of the bill diminates the protection of 83124(d) of title 18 which provides that “no cause of
action shdl liein any court againg any provider of awire or eectronic communication service, its
officers, employees, agents, or other specified persons for providing information, facilities, or assstance
in accor dance with the terms of a court order.” Oncethereisanation-wide order it will not specify
the provider and thus, the providers believe they could becomeliable. The intent of the current
datutory language is to protect providers asssting law enforcement. The change in the statute should
not change that protection. The bill removes the phrase “the terms of ” and leaves the phrasein
accordance with a court order. Thiswill keep the requirement of a court order but protect the
providers even when that order does not specify the provider.

Section 101 does not expand the type of information which may be obtained. It islimited to the
equivaent of telephone numbers dided and the length of the cal or in the Internet context it provides
the address, such as an e-mail address.

The sunset provison in section would sunset this section on December 31, 2003.

Section 102 . Seizure of voice-mail messages pursuant to warrants.

The purpose of this sectionisto alow a court to issue an order authorizing law enforcement to seize
voice mail messages pursuant to a sear ch war rant upon a showing of probable cause.

This saction harmonizes dl crimind provisons deding with stored e ectronic communication - requiring
awarrant issued by a judge after establishing probable cause.

The sunset provison in section would sunset this section on December 31, 2003.

Section 103. Authorized disclosure.

This provison will dlow law-enforcement to share “title 111" (wiretgp Satute) information with limited
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government agencies to further intelligence or nationd security investigations. Under current law, 18
U.S.C. §82517(1) dlows any investigative or law enforcement officer who obtains information under the
Wiretap Statute to disclose the information to the extent that the information asssts a crimind
investigation to another investigative or law enforcement officer. The current Satutory language has
hampered law enforcement in sharing informeation or receiving information from other government
agencies that might relate to terrorigt activities or nationa security. This section of the bill would amend
the definition under 82510(7) of “investigetive or law enforcement officer” to include any Federd law
enforcement, intelligence, nationa security, nationd defense, protective, immigration personnd, or the
President or Vice President of the United States for the purposes only of 82517 when it relatesto
foreign intdligence information. Aswith current law, the disclosure or sharing of information must
be made in the performance of the officid duties of the officid making or receiving the information.

This language narrows that which was proposed by the Adminisiration that would have authorized
disclosure to “any officer or employee of the executive branch.” The bill aso limitsthe information to
that which rdaesto foreign intelligence information.

The sunset provison in section would sunset this section on December 31, 2003.

Section 104. Savings provision.

This section is atechnica and conforming amendment that would add chapter 206 (relating to pen
registers/trap and trace orders) to section 82511(f) of the Wiretap Act. Section 2511(f) states that
nothing in chapter 119 (relating to the interception of communications), chapter 121 (relating to stored
wire and eectronic communications and transactional records access), or section 705 of the
Communications Act of 1934, “shdl be deemed to affect the acquidtion by the United States
Government of foreign intdligence information from internationd or foreign communications, or foreign
intelligence activities conducted in accordance with otherwise applicable Federd law ....” Thehill
would include chapter 206 under that 82511(f).

This section dso updates the language to include electronic communications.  The sunset provisgonin
section would sunset this section on December 31, 2003.

Section 105. Interception of computer trespasser communications.

Cyberattacks may be the work of terrorists or criminals. These atacks come in many forms that cost
companies and citizens millions of dollars and sometimes can endanger public safety. For ingtance, the
Denid-of-Service attacks, where the objective of the attack is to disable the computer system can shut
down businesses or emergency responders or national security centers. Thistype attack causes the
target St€’'s serversto run out of memory, and become incapable of responding to the queries of
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legitimate customers or users. The victims of these computer trespassers should be able to authorize
law enforcement to intercept the trepassers communications.  Section105 amends current law to
clarify that law enforcement may intercept such communications a the authorization of the victims,
under limited circumstances.

Section 105(1) of the bill adds to the definitions under 18 U.S.C. §2510(1) the terms ‘ protected
computer’ and states that the term has the same meaning set forth in 81030 of title 18, and (2) the term
‘computer trespasser’ that means a person who is ng a protected computer without
authorization and thus has no reasonable expectation of privacy in any communication transmitted to,
through, or from the protected computer.

Section 105(2) of the bill amends current law to alow victims of computer intrusions to authorize law
enforcement to intercept the communications of acomputer trespasser, under limited circumstances.
The circumstances are (1) the owner or operator of the protected computer must authorize the
interception of the tregpasser’ s communications, (2) the person who intercepts the communication must
be lawfully engaged in an investigation, (3) the person acting under color of law has reasonable grounds
to believe that the contents of the computer trespasser’ s communication to be intercepted will be
relevant to the investigation and (4) the investigator may only inter cept communications of the
computer trespasser.

Section 105(3) would update the “good faith reiance” defense in section 2520(d), so that the computer
trespasser Situation isaso covered. Current law provides that “a good faith reliance on (1) a court
warrant or order, agrand jury subpoena, or a statutory authorization; (2) arequest of an investigative
or law enforcement officer under section 2518(7) of thistitle; or (3) agood faith determination that
section 2511(3) of this title permitted the conduct complained of; is a complete defense againgt civil or
crimina action brought under this chapter or any other law.” The communication providers are
concerned that while (d)(1) covers satutory authorization, the language of section 105 authorizes law
enforcement and not the providers directly. Section 105(3) will ensure that the protection offered
under 2320(d) continues.

The sunset provison in section would sunset this section on December 31, 2003.
Section 106. Technical Amendment

Adds amissing add to §2518(3)(c).

Section 107. Scope of subpoenas for record of electronic communications.

Terrorists and criminals often use diases in registering for Internet and phone services. Thiscreatesa
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problem for law enforcement attempting to identify the suspects of terrorist or crimina acts that often
support the terrorists. While the government currently can subpoena el ectronic communications or a
remote computing services provider for the name, address and length of service of a suspect, this
information does not help when the suspected aterrorist and crimina lie about his or her identity.
Credit card and other payment information will help law enforcement track a suspect and establish his
or her true identity.

This section would amend 18 U.S.C. §2703(c) to authorize a subpoena for transactiona records to
include information regarding the form of payment that would assst law enforcement in determining the
user’sidentity.

The sunset provison in section would sunset this section on December 31, 2003.

Section 108. Nationwide service of search warrants for e ectronic evidence.

Title 18 U.S.C. 82703(a) requires a search warrant to compel service providers to disclose unopened
emalls. Thissection does not affect the requirement for a search warrant, but rather attemptsto
address the investigative delays caused by the cross+jurisdictiond nature of the Internet. Currently,
Federd Rules of Crimina Procedure 41 requires that the “warrent” be obtained “within the
digtrict”where the property islocated. An investigator, for example, located in Boston who is
investigating a suspected terrorist in that city, might have to seek a suspect’s eectronic e-mail from an
Internet service provider (1SP) account located in Cdifornia. The investigator would then need to
coordinate with agents, prosecutors and judgesin the digtrict in Caiforniawhere the ISP islocated to
obtain awarrant to search. These time delays could be devastating to an investigation, especiadly where
additiona crimind or terrorist acts are planned.

Section 108 amends 82703 to authorize the court with jurisdiction over the investigation to issue
the warrant directly, without requiring the intervention of its counterpart in the digtrict wherethe ISP is
located.

The sunset provison in section would sunset this section on December 31, 2003.

Section 109. Clarification of scope.

This section amends 82511(2) of title 18 to clarify that when a cable company is providing the services
of atelephone company or Internet service provider, that cable company must comply with the same
laws governing the interception and disclosure of wire and dectronic communications that currently
apply to al other telephone company or Internet service provider.
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Under current law the Communications Act as amended, (passed at a time when cable companies
provided only televison viewing services on cable lines) with certain exceptions, prohibits a cable
operator from disclogng persondly identifiable information concerning any subscriber without the prior
written or éectronic consent of the subscriber concerned. At the sametime, crimina laws governing
the interception and disclosure of wire and dectronic communications permit the court to order non-
disclosure of the government interception.

Section 109 amends 82511 to provide that when cable providers are offering telephone and Internet
sarvices they are subject to the same crimind laws that telephone companies and Internet Service
Providers governing interception and disclosure of such communications.  This section aso clarifies that
the government’ s access to informeation related to the selection of video programming is still governed
exclusvely by the provisons of 8631(h) of the Communications Act of 1934, asamended. The phrase
“information ... concerning the sdlection of video programming” coversinformation about video
programming service or services the subscriber purchased, but does not cover such information asthe
subscribers name, address, or the means of payment.  The amendment does not affect the current
prohibition under 631(h) of the Communication Act on releasing records that reved what a customer
chooses to view, for example what particular premium channels or “pay per view” shows the customer
sdects.

The sunset provison in section would sunset this section on December 31, 2003.

Section 110. Emergency disclosure of electronic communications to protect life and limb.

This section amends 18 U.S.C. 82702 to authorize e ectronic communications service providers to
disclose the communications (or records reating to such communications) of their cusomers or
subscribersif the provider reasonably believes that an emergency involving immediate danger of deeth
or serious physical injury to any person requires disclosure of the information without delay.

This section would aso amend the law to alow communications providers to disclose non-content
records (such as the subscriber’ slogin records). Under current law, the communications provider is
alowed to disclose content information but according to DOJ not expresdy permitted to provide non-
content records. Thiswould permit the disclosure of thisless protected information.

Additionally this section would ensure that providers of communications remain covered under

§2703(e) the no cause of action provison when asssting law enforcement with an investigation.  Under
current law, thereisa*no cause of action againg a provider disclosng information under this chapter”
under 82703(3) when “in accordance with the terms of a court order, warrant, subpoena, or
certification under this chapter.” However, asthe current law is written, it would not cover providers
that contact authorities to report emergency Stuations. This section would amend the law to include
information disclosed under this Satutory authorization.
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The sunset provison in section would sunset this section on December 31, 2003.
Sec. 111. Use as Evidence

This section amends the statutory suppression of evidence rule under the 1968 Wiretap Statute that
providesillegdly intercepted wire or orad communications cannot be used in court or in agency hearings
under 18 U.S.C. 82515. This section extends the statutory exclusonary rule to electronic
communications. The extension covers both rea-time and stored communications. The sunset
provisoninsection _ would sunset this section on December 31, 2003.

Sec. 112. Reports Concerning the Disclosure of the Contents of Electronic Communications

This section amends 18 U.S.C. 82703, €. seq., that governs access to stored wire and electronic
communications to require the government to compile and publish annua reports of data regarding the
government’ s acquigtion of thistype of information. This type of reporting is aready required for the
Wiretap Statute and Pen/Trap Statute. The sunset provisoninsection  would sunset this section
on December 31, 2003.

Title| - Intelligence Gathering
Subtitle B - Foreign Intelligence Surveillance and Classified I nformation

Section 151. Period of Orders of Electronic Surveillance of Non-United Sates Persons Under
Foreign Intelligence Surveillance

This section amends the Foreign Intelligence Surveillance Act (50 U.S.C. 8 1801 et seq.) (FISA) to
permit the Foreign Intdlligence Surveillance Court (FISC) to authorize the seerch and survelllance within
the United States of officers and employees of foreign powers and members of internationd terrorist
celsfor aperiod of up to one yesar.

Currently, section 105 of FISA (50 U.S.C. § 1805(e)(1) alows eectronic surveillance of foreign
governments up to ayear upon receiving the court authorization and restricts eectronic surveillance of a
foreign agent to no more than 90 days. The government can go back to the FISA court after 90 days
and get an extenson on the same basis asthe origind order gpplication.

Section 1824(d)(1) dlowsfor aphysica search of property of aforeign government for up to one year
after receaiving court authorization and regtricts a physical search of the property or person of aforeign
agent for no more than 45 days.

Section 151 of the bill extends the 45 day limitation for physica searchesto 90 days and the 90 day
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period for eectronic surveillance to one year for those acting as foreign agents.

This change in the law is needed because it often takes longer than 45 daysto get onto the premisesto
conduct a physica search.

The sunset provison in section would sunset this section on December 31, 2003.

Section 152. Multi-Point Authority

Section 1805(c)(2)(B) of FISA permitsthe FISA court to require third parties, like common carriers,
custodians, landlords and others, who are specified in any order sought from the FISA court to provide
assistance and information to law enforcement authorities in the ingtalation of awiretap or the collection
of information related to aforeign intdligence investigation.

Section 1805(c)(2)(B) is amended to insert language that permits the judge to direct the order to “ other
persons’ if the court finds that the “actions of the target of the gpplication may have the effect of
thwarting the identification of a specified person,” who would be required to assst in the ingtalation of
any court-authorized intercept. This amendment is intended to expand the existing authority to alow for
circumstances where the court finds that the actions of atarget may thwart the identification of a
Specified person in the order. Thisis usudly accomplished by the target moving his location.

This amendment dlows the FISA court to direct those parties necessary to assst in the ingtdlation and
to furnish dl information, facilities, or technica ass tance necessary without specificaly naming such
persons. Neverthdess, the target of the eectronic survelllance must still be identified or described in
the order.

For example, internationd terrorists and foreign intelligence officers are trained to thwart surveillance by
changing hotels, cell phones, Internet accounts, etc. just prior to important meetings or communications.
Under present law, each time this happens the government must return to the FISA court for anew
order. The amendment permits the court to issue a generic order that can be presented to a carrier,
landlord or custodian and then the surveillance may be undertaken as soon as technicaly feasible.

The sunset provison in section would sunset this section on December 31, 2003.
Section 153. Foreign Intelligence Information
Under 50 U.S.C. § 1804(a)(7) and 50 U.S.C. § 1823(a)(7)(B) a FISA application requires

certification that “the purpose’ isto obtain foreign intelligence information.  The certification for an
order againgt any person who knowingly engages in espionage or terrorism (and is not an agent of a
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foreign power) may only be made upon written request of the FBI Director, the Secretary of Defense,
the Secretary of State, or the Director of the Central Intelligence Agency. The Attorney Generd must
persondly review the gpplication.

Presently, aFISA certification request can only be used where foreign intelligence gathering is the sole
or primary purpose of the investigation as interpreted by the courts. This requires|law enforcement to
congtantly evauate the rdlative weight of crimind and intelligence purposes when seeking to open a
FISA investigation and thereafter asit proceeds. This change will expedite decisions to open an
investigation.

Section 153 amends 50 U.S.C. § 1804(a)(7)(B) and 1823(a)(7)(B) to require that the officias listed
above certify that obtaining aforeign intelligence order from the FISA court isfor aggnificant purpose
of the investigation. The gpplication will till be reviewed by ajudge and subject to any limitations or
periods of time as may be ordered and the target of the investigation must <till be identified or
described.

This bill language represents a compromise between current law and what the Adminisiration had
proposed in its “ Consultation Discussons’ draft.

The sunset provison in section would sunset this section on December 31, 2003.

Sec. 154. Foreign Intelligence Information Sharing

Currently, the Wiretap Statute (18 U.S.C. § 2510 et. seq.) limits disclosure and dissemination of
information obtained for law enforcement purposes.

This new language in Section 154 of the bill makesit lawful for foreign intelligence information thet is
obtained as aresult of acrimina investigation to be shared with gpecified law-enforcement, intelligence,
protective, immigration, or nationa-defense personnel where they are performing officia duties.

While these are exceptions to current law, it is virtudly impossible for crimina investigators to share
information with the intelligence community (even when it is foreign inteligence information), including
information gathered from awiretgp authorized under the crimina code.

Similar problems under crimind law exist where intercepts are used to collect overseas data and to
monitor unknown intruders. These intruders may be subject to direction of aforeign power which then
must pursue other investigative techniques to obtain the same records or information.  Section 154 of
the bill permits sharing information gathered in a crimind investigation which conditutes foreign
intelligence information to gppropriate federd officids in the performance of thar officid dutiesthat are
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intimately involved in transnationd terrorism investigations.
The sunset provison in section would sunset this section on December 31, 2003.
Sec. 155. Pen Register and Trap and Trace Authority

Section 155 seeks to amend, 81824(c) of FISA (50 U.S.C. § 1824(c)(the pen register and trap and
trace provisgons) to mirror smilar provisons which currently exist in crimind law (18 U.S.C. § 3121 et.
seq.). The “pen register” and “tragp and trace” provisons of FISA currently require not only a
certification of relevance, but additiondly require that the communication device has been used to
contact a*“foreign power.” Thisisagreater burden than currently existsin even aminor crimind
invedtigation.

Section 155 clarifies that an gpplication for pen registers and trap and trace authority under FISA will
be the same as the pen register and trap and trace authority defined in the crimind law (18 U.S.C. §
3123). It will require the attorney for the government to certify to the court that the information sought
is rdlevant to an ongoing FISA investigation. The current statutory burden of having to show thet the
telephone line is being used by an agent of aforeign power is diminated to conform to the exigting and
less burdensome crimind standards. Moreover, it till must be relevant to an ongoing FISA
investigation which continues to be directed at an agent of aforeign power.

The sunset provison in section would sunset this section on December 31, 2003.
Sec. 156. Business Records

The Adminigtration had sought adminigirative subpoena authority without having to go to court.

Instead, section 156 amends 50 U.S.C. 81861 by providing for an gpplication to the FISA court for an
order directing the production of tangible items such as books, records, papers, documents and other
items upon certification to the court that the records sought are relevant to an ongoing foreign
intdligence invedigation The amendment aso provides agood faith defense for persons producing
items pursuant to this section which does not congtitute awaiver of any privilege in any other
proceeding.

The sunset provison in section would sunset this section on December 31, 2003.

Sec. 157. Miscellaneous National Security Authorities

Section 2709 of title 18 permits the Director of the FBI to request subscriber information and toll billing
records of awire or eectronic communication service provider. The certified request must include

specific and articulable facts that the records sought are related to an authorized foreign
counterintelligence investigation and that the communication facilities listed on the records have been
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used to be in communication with an agent of aforeign power may be involved in the violation of U.S.
crimina satutes. This showing of the nexus between the equipment used and the agent of the foreign
power and a possible violation of a crimina satute is extremely burdensome, especidly in the course of
fast-moving terrorism investigation.

Section 157 amendstitle 18 U.S.C.82709 to permit a National Security Letter (NSL) to be issued
when it is“relevant to an authorized foreign counterintelligence investigation.” This harmonizes this
provison with existing criminal lawwhere an Assgtant United States Attorney may issue a grand jury
subpoenafor dl such recordsin acrimind case.

The sunset provison in section would sunset this section on December 31, 2003.
Section 158. Proposed Legislation

Section 158 of the bill provides that no later than August 31, 2003, the President shdl propose
legidation relaing to the provisions et to expire by section 160 of the Act as the President may judge

to necessary and expedient.

Sec. 159. Presidential Authority

50 U.S.C. § 1702 grants to the President the power to exercise certain authorities to ded with any
unusua and extraordinary threatsto the United States. Section 159 of this bill adds new authorities to
the statute which alows the President to block, during the pendency of an investigation for a period of
not more than 90 days, the importing or exporting of currency or securities. The Presdent isaso is
authorized, after a determination that aforeign country, organization or nationa has used force to attack
the United States to use these authorities.

Once the President has made the determination above, he may direct that al property may be
confiscated, held, sold, liquidated or otherwise disposed of and the proceeds placed in a separate

account. Any assets so disposed of and place in the account can only be used in accordance with a
gtatute authorizing the expenditure of such proceeds or assats.

Section 160. Sunset

This section would sunset the provisons of thistitle (other than section 109 and 159 relating to the
Communications Act) on December 31, 2003.
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Title Il —Aliens Engaging in Terrorist Activity
Subtitle A — Detention and Removal of Aliens Engaging in Terrorist Activity

Section 201: Changesin Classes of Alienswho Are Ineligible for Admission and Deportable Due
to Terrorist Activity

Under current law, unless otherwise pecified, an dien isinadmissible and deportable for engaging in
terrorist activity only when the dien has used explosves or fireaems. The Act diminates this limitation.
A terrorigt can use any object — including a knife, a box-cutter, or an airplane—in aterrorist act.

Under current law, there is no genera prohibition againgt an dien contributing funds or other materia
support to aterrorist organization, while there is a prohibition againgt soliciting membership in or funds
from others for aterrorist organization. The Act providesthat an dien isinadmissble and deportable
for contributing funds or materia support to or soliciting funds for or membership in an organization that
has been designated as a terrorist organization by the Secretary of State, or for contributing to, or
soliciting in or for, any non-designated terrorist organization if the aien knows or reasonably should
know that the funds, materid support or solicitation will further terrorist activity.

Current immigration law does not define “terrorist organization” for purposes of making an dien
inadmissible and deportable. The Act defines such an organization to include 1) an organization so
designated by the Secretary of State (under a process provided for under current law) and 2) any
group of two of more individuas which commits terrorist activities or plans or prepares to commit
(including locating targets for) terrorigt activities. This later category includes any group which hasa
sgnificant subgroup that carries out such activities.

The Act provides that an dien will not be admitted into the United States if the alien is arepresentative
of apalitica, socid or other smilar group whose public endorsement of terrorism undermines the effort
of the U.S. to diminate or reduce terrorism. Also inadmissable will be an alien who has used his or her
prominence to endorse or espouse terrorism or to persuade others to support terrorism if thiswould
undermine the efforts of the U.S. to reduce or diminate terrorism, and an aien who is associated with a
terrorist organization and intends while in the U.S. to engage in activities that could endanger the
welfare, safety, or security of the U.S. These provisions are smilar to current law’s “foreign policy”
ground of inadmissibility, barring entry to an dien whose entry or proposed activitiesin the U.S. would
have potentidly serious adverse foreign policy consequences for the U.S.

The Act makes deportable an dien who is a representative of aterrorist organization so designated by
the Secretary of State or of apalitica, socid or other smilar group who publicly endorses terrorism
only if the endorsement undermines the effort of the U.S. to diminate or reduce terrorism and is
intended and likely to incite or produce imminent lawless action. Also deportableis an aien who has
used hisor her prominence to endorse terrorism or to persuade others to support terrorism only if this
will undermine the efforts of the U.S. to reduce or diminate terrorism and is intended and likely to incite
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or produce imminent lawless action. These definitions meet the condtitutional standard of Brandenburg
v.U.S

Section 202. Changes in Designation of Foreign Terrorist Organizations

Current law provides a process whereby the Secretary of State can designate an organization as a
foreign terrorist organization. The Act clarifies that the Secretary of State can redesignate an
organization as aterrorist organization and can revoke a designation or redesignation.

Section 203. Mandatory Detention of Suspected Terrorists; Habeas Corpus; Judicial Review

Under the current regulatory regime, the INS can detain an dien for 48 hours before making a decision
asto charging the dien with a crime or removable offense (except that in the event of emergency or
other extraordinary circumstance, an additiond reasonable time is alowed). The INS usesthistimeto
establish an dien’ strue identity, to check domestic and foreign databases for information about the
dien, and to liaise with law enforcement agencies.

The Act provides a mechanism whereby the INS can detain an suspected terrorist dlien for seven days
before charging. If no charges arefiled, the dien must be released. The Attorney Generd or the INS
Commissioner (with no power of delegation) may certify an dien as aterrorist if they have reasonable
groundsto believe that the dien isaterrorigt. Judicid review asto certification or detention is limited to
habeas corpus review in the U.S. Digtrict Court for the Didrict of Columbia. Such judicid review shdl
include review of the merits of the decision to certify an dien asaterrorist. The Attorney Generd must
submit areport to Congress on the use of this section every six months.

Section 204. Multilateral Cooperation Against Terrorists

Under current law, the records of the State Department pertaining to the issuance of or refusd to issue

visasto enter the U.S. are confidentid and can be used only in the formulation and enforcement of U.S.
law. The Act provides that these records can be provided to a foreign government on a case-by-case

bass for the purpose of preventing, investigating, or punishing acts of terrorism.

Section 205. Changes in Conditions for Granting Asylum and Asylum Procedures

Under current law, dien terrorists cannot receive asylum in the U.S. However, it is extremey difficult
for the INS to prove that an dien is aterrorist because confidentiadity restrictions prevent the INS from
gathering information on the dien from his or her home government. The Act provides that such
confidentidity provisons shdl not gpply if the disclosure of information is made in the course of an
investigation of an dien to determineif the dien isaterrorigt and if the Attorney Generd has reasonable
grounds to bdlieve that the dien isaterrorist. Any disclosure of information to aforeign government
must be made by State Department officials.
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Section 206. Protection of Northern Border

The Act authorizes the appropriation of funds necessary to triple the number of Border Patrol personnel
in each State aong the northern border and the number of INS ingpectors at each port of entry aong
the northern border. The Act dso authorizes $50 million to the INS for purposes of making
improvements in technology for monitoring the northern border and acquiring additiona equipment at
the northern border.

Section 207. Requiring Sharing by the Federal Bureau of Investigation of Certain Criminal
Record Extracts with other Federal Agenciesin Order to Enhance Border Security

The Act provides that the Justice Department shall provide to the State Department and the INS
access to the crimina history record information contained in the National Crime Information Center’s
Interstate I dentification Index, Wanted Persons File, and to any other files maintained by the NCIC that
may be mutudly agreed upon by the Justice Department and the officid to be provided access, for
purposes of determining whether avisa applicant or an gpplicant for admisson has a crimind history
record. Such access shdl be provided by means of extracts of the records for placement in the State
Department’ s automated visa lookout database or other gppropriate database. The State Department
shdl establish the conditions for the use of the informetion in order to limit the redissemination of the
information, to ensure that it is used soldy to determine whether to issue avisa, to ensure the security,
confidentidity and destruction of the information, and to protect any privacy rights of the subjects of the
informetion.

Titlell —AliensEngaging in Terrorist Activity
Subtitle B— Preservation of Immigration Benefits for Victims of Terrorism

It is certain that some diensfel victim to the terrorigt attacks on the U.S. on September 11. This
subtitle endeavors to modify the immigration laws to provide humanitarian rdlief to these victims and
their family members

Section 211. Special Immigrant Satus

The Act provides permanent resident status through the specia immigrant program to an dien who was
the beneficiary of a petition filed (on or before September 11) to grant the alien permanent residence as
afamily or employer soponsored immigrant or to grant the dien a nonimmigrant visa as the spouse or the
fiancé (and their children) of aU.S. citizen, or to an dien who was the beneficiary of an application for
labor certification filed on or before September 11, if the petition or application would otherwise have
been rendered null because of the death or disability of a petitioner, applicant or another beneficiary, or
because of loss of employment due to physical damage of, or destruction of, the business of the
petitioner or applicant, as adirect result of the terrorist attacks on September 11. Spouses and
children of the beneficiary would aso be granted permanent residence. The section aso provides
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permanent resident status to the grandparents of a child both of whose parents died as aresult of the
terrorigt attacks, if either of such deceased parents was a citizen of the U.S. or a permanent resident.

Section 212. Extension of Filing or Reentry Deadlines

The Act provides that an dien who was legdly in a nonimmigrant status and was disabled as adirect
result of the terrorist attacks on September 11 (and his or her spouse and children) may remain lawfully
inthe U.S. (and receive work authorization) until the later of the date that his or her satus normally
terminates or September 11, 2002. Such Satusis aso provided to the nonimmigrant spouse and
children of an dien who died as adirect result of the terrorist attacks.

The Act provides that an dien who was lawfully present as anonimmigrant at the time of the terrorist
attacks will be granted 60 additiona days to file an gpplication for extenson or change of Sausif the
dien was prevented from o filing as a direct result of the terrorist attacks. Also, an dien who was
lawfully present as a nonimmigrant at the time of the attacks but was then unable to timely depart the
U.S. asadirect result of the attacks will be consdered to have departed legdly if doing so before
November 11. An dienwho wasin lavful nonimmigrant status at the time of the attacks (and his or her
spouse and children) but not in the U.S. at that time and was then prevented from returning to the U.S.
in order to file atimdy application for an extension of status as adirect result of the terrorist atacks will
be given 60 additiona days to file an gpplication and will have his or her status extended 60 days
beyond the origind due date of the agpplication.

Under current law, winners of the fiscal year 2001 diversty visalottery must enter the U.S. or adjust
status by September 30, 2001. The Act provides that such an dien may enter the U.S. or adjust Satus
until April 1, 2002, if the dien was prevented from doing so by September 30 as a direct result of the
terrorigt attacks. If the visa quota for the 2001 diversity visa program has aready been exceeded, the
dien shdl be counted under the 2002 program. Also, if awinner of the 2001 lottery died as adirect
result of the terrorigt attacks, the spouse and children of the dien shal ill be eigible for permanent
residence under the program. The celling placed on the number of diverdty immigrants shdl not be
exceeded in any case.

Under the Act, in the case of an dien who wasissued an immigrant visathat expires before December
31, 2001, if the alien was unable to timely enter the U.S. as adirect result of the terrorist attacks, the
vdidity shdl be extended until December 31.

Under the Act, in the case of an dlien who was granted parole that expired on or after September 11, if
the dien was unable to enter the U.S. prior to the expiration date as a direct result of the terrorist
attacks, the parole is extended an additiona 90 days.

Under the Act, in the case of an dien granted voluntary departure that expired between September 11
and October 11, 2001, voluntary departure is extended an additiona 30 days.
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Section 213. Humanitarian Relief for Certain Surviving Soouses and Children

Current law providesthat an dien who was the spouse of aU.S. citizen for at least two years before
the citizen died shdl remain digible for immigrant satus as an immediae rdative. Thisaso gopliesto
the children of the dien. The Act providesthat if the citizen dies as a direct result of the terrorist
attacks, the two year requirement is waived.

The Act providesthat if an dien spouse, child, or unmarried adult son or daughter had been the
beneficiary of an immigrant visa petition filed by a permanent resdent who died as a direct result of the
terrorigt attacks, the dien will ill be digible for permanent resdence. In addition, if an dien spouse,
child, or unmarried adult son or daughter of a permanent resident who died as adirect result of the
terrorist attacks was present in the U.S. on September 11 but had not yet been petitioned for, the dien
can saf-petition for permanent residence.

The Act provides that an alien spouse or child of an dien who 1) died as adirect result of the terrorist
attacks and 2) was a permanent resident (petitioned-for by an employer) or an gpplicant for adjustment
of gatus for an employment-based immigrant visa, may have his or her gpplication for adjustment
adjudicated despite the death (if the application wasfiled prior to the desth).

Section 214. “ Age-Out” Protection for Children

Under current law, certain visas are only available to an dien until the dien’s 21 birthday. The Act
provides that an alien whose 21 hirthday occurs this September and who is a beneficiary for a petition
or gpplication filed on or before September 11 shal be considered to remain achild for 90 days after
the dien’s 21% birthday. For an dien whose 21% birthday occurs after this September, the dlien shall be
considered to remain a child for 45 days after the dien’s 21% birthday.

Section 215. Temporary Administrative Relief

The Act provides that temporary administrative relief may be provided to an dien who was lawfully
present on September 10, was on that date the spouse, parent or child of someone who died or was
disabled as adirect result of the terrorist atacks, and is not otherwise entitled to relief under any other
provison of Subtitle B.

Section 216. Evidence of Death, Disability, or Loss of Employment
The Attorney Generd shal establish gppropriate standards for evidence demondtrating that a death,
disability, or loss of employment due to physical damage to, or destruction of, a business, occurred as a

direct result of the terrorist attacks on September 11. The Attorney Generd is not required to
promulgate regulations prior to implementing Subtitle B.
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Section 217. No Benefit to Terrorists or Family Members of Terrorists

No benefit under Subtitle B shdl be provided to anyone culpable for the terrorigt attacks on September
11 or to any family member of such an individud.

Section 218. Definitions

The term “specified terrorist activity” means any terrorist activity conducted againg the Government or
the people of the U.S. on September 11, 2001.

Titlel1l —Criminal Justice
Subtitle A-Substantive Criminal Law

Section 301: Statute of Limitations for Prosecuting Terrorism Offenses

Current law provides that certain offenses, which are generadly associated with terrorist activity, are
subject to aether afive year or eight year statute of limitations (18 U.S.C. 3282 and 18 U.S.C. 3286).
This section amends current law to provide no statute of limitations for certain of these crimes (the most
serious) and a 15 year satute of limitation for others.

Specificaly, under this section, the prosecution may bring a case a any time for any “Federd terrorism
offensg”’, which must be shown to be “ calculated to influence or affect the conduct of government by
intimidation or coercion or to retdiate againgt government conduct”.

The prosecution may bring acase a any time for any of the underlying offenses listed in this section that
are generdly the most serious crimes related to terrorism (without regard to the “calculated to influence”
element). The prosecution may bring a case within 15 years for any other crimes listed in this section
that are typically related to terrorist activities.

This provision gpplies to any crime committed before, on, or after enactment of this section.

Section 302: Alternative Maximum Penalties for Terrorism Crimes

Under current law, pendties for certain offenses associated with terrorist activity are capped at twenty
years imprisonment (Some are even capped at ten years). This section changes current law to dlow a

judge to sentence aterrorist to prison for any number of years up to life for any offense thet is defined

asa“Federd terrorism offense” To prove a“Federd terrorism offense,” the prosecution must prove

both the e ements of the underlying crime and that the crime was caculated to influence or affect the
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conduct of government by intimidation or coercion or to retdiate against government conduct.

This section does not impose a mandatory life sentence; it Smply gives discretion to alow increased
pendties by stating “may be sentenced to life imprisonment.”

Section 303: Penalties for Terrorist Conspiracies

Under current law, many, but not al, of the crimes that are consdered to be linked to terrorism include
provisons to alow prosecution for attempts or conspiracies to commit such offenses. This section
brings the remaining terrorigts related crimes into conformity with existing provisions of thelaw to
ensure that any person who attempts to commit or conspires to commit a“Federd terrorism offense’or
any crime related to terrorism (included in section 309(2) will be subject to the same pendlties as those
who actudly commit that offense, including the new enhanced pendties listed above (in section 301).

Thisis dso congstent with current and long-standing drug laws under Title 21 of the U.S. Code.
Section 304: Terrorism Crimes as RICO Predicates

Terrorism, like traditiona organized crime, is often characterized by a continuing pattern of crimind
activity. This provision gives prosecutors the same tools to bring terrorists to justice as they have for
organized crime.

This provison would dlow any “Federd terrorism offense” or any of the most serious crimes related to
terrorism to be prosecuted using the Racketeer Influenced and Corrupt Organization provisons of the
1970 Organized Crime Control Act of 1970. The RICO provisons do not prohibit any crimethat is
not aready prohibited in the law. These provisons merdy enhance the civil and crimina consequences
of crimeslisted as RICO crimes by Congress.

RICO may currently be used against any person who investsin or acquires and interest in, or conducts
or participates in the affairs of an enterprise which engagesin or whose activities affect interstate or
foreign commerce through the collection of an unlawful debt or the patterned commission of various
gtate and federa crimes. Violations of law prosecuted under RICO are subject to fines, forfeitures, or
imprisonment for not more than 20 years or life, depending on the pendties alowed under the predicate
offenses. Anyoneinjured by a RICO violation may recover treble damages, court costs, and attorney
fees under the civil RICO laws.

The pattern of activity element of RICO requires the commission of two or more predicate offenses that
are clearly rdated and suggest ether a continuity of crimina activity or the threat of such continuity of
crimind activity. This provison dlows the prosecution to establish a pattern of activity related to
terrorism.
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Section 305: Biological Weapons

Under current law, anyone who knowingly develops, produces, stockpiles, transfers, acquires retains
or possesses any biologica agent, toxin or delivery system for knowingly asssts aforeign ate or
organization to do so or attempt, threatens, or conspiresto do so, may be fined or imprisoned or both.

This section changes the definition of what is considered to be prohibited behavior “for useasa
weagpon” to include the development, production, transfer, acquisition, retention or passession of any
biologicd agent, toxin or ddivery system other than for prophylactic, protective or other peaceful
purposes. This changes current law by expanding the scope of the crime to possess any biological
materids or transfer any such materias where no legitimate purpose can be shown.

This section aso creates a new offense punishable by afine or up to 10 yearsin prison for knowingly
possessing abiologica agent or toxin of any type or quantity thet is not reasonably judtified for any
peaceful purpose. This prohibition does not goply to governmentd activity authorized under the
Nationa Security Act of 1947.

This section of the legidation prohibits any dien from a country recognized by the Secretary of State as
supporting internationd terrorism from possessing, receiving or trangporting a biologica agent or toxin.
It also prohibits possession, receipt or trangportation of biologica agents or toxins by many of those
who are forbidden to own firearms under United States law. Pendlties for violation of this section range
from afine to 10 years imprisonment or both.

Section 306: Support of Terrorism Through Expert Advice or Assistance

Under current law, it is a crime to provide material support for certain terrorist activities. This section
expandsthe ligt of terrorist related crimes for which assistance is prohibited (see section 309 below).

The definition of providing materid support to terrorists is expanded to include providing “ expert advice
or assgance’. Thiswill only beacrimeif it is provided “knowing or intending that they be used in
preparation for, or in carrying out,” any “Federd terrorism offenss” or any of the crimesrelated to
terrorism listed under section 309(2).

Section 307: Prohibition Against Harboring

Under current law, Title 18, section 792, it isacrime punishable by up to 10 yearsin prison to harbor
or conced an individua one knows or has reason to believe has committed or is about to commit a
crime of espionage againg the United States. This section amends the U.S. Code to creste asmilar
prohibition againgt harboring someone who one knows has committed or is about to commit any of the
enumerated crimes generdly associated with terrorist activity.
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This section dso provides extraterritoria jurisdiction over any violation of this section.
Section 308: Post-Release Supervision of Terrorists

Currently, under section 3583, Title 18, the length of time for post-release supervison is based on the
Class of felony. This section changes current law to alow a person convicted of a*Federa terrorism
offensg” to be under supervison for aslong as the sentencing judge determines is necessary up to life.

Section 309: Definition

This section adds a new section to current law under Title 18 to define “Federa terrorism offense”. It
uses the current definition of a*“Federa crime of terrorism” included in 18 U.S.C. 2332b(g)(5) and
expands it to include underlying crimes related to biologica wegpons,; possession, production or
transfer of chemica weapons, harboring terrorigts, fraud, theft or extortion related to computers,;
disclosure of identities of covert agents, assault on aflight crew member with a dangerous weapon;
endangering human life by carrying an explosive or incendiary device on an arcraft; or homicide or
attempted homicide committed on an aircraft.

Under this section, acrime is only considered to be “Federa terrorism offense’ if it can be proven to be
“caculated to influence or affect the conduct of government by intimidation or coercion; or to retdiate
agang government conduct.”

Additiondly, any attempt or conspiracy to commit any violation of this section is congdered a“Federd
terrorism offensg” and therefore will be subject to the same penalties.

Sec. 310. Civil Damages.

This section amends 82707(c) that dlows for civil damages againgt those who violate the provisons of

§2703. Under current law, in no case shal a person entitled to recover damages receive less than the
sum of $1,000. This section would increase that amount to $10,000.

Titlel1l —Criminal Justice
Subtitle B- Criminal Procedure

Section 351. Single-jurisdiction Search Warrants for Terrorism

Rule 41(a) currently requires a search warrant to be obtained within that judicid digtrict. (The only
exception iswhere property or aperson now in the district might leave before the warrant is executed).
This redtriction often causes unnecessary delays and burdens on law enforcement officers investigating
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terrorigt activities that have occurred across multiple judicid didtricts. These delay can have serious
adverse consequences.

Section 351 amends Rule 41(a) of the Federal Rules of Crimina Procedure to provide that search
warrants can be obtained “in any digtrict in which activities related to the terrorism may have occurred,
for asearch of property for a person within or outside of the digtrict” regardless of where the warrants
will be executed. It permits the prosecution to obtain awarrant from the judge in the district where the
investigation is being conducted, regardless of where the property to be searched islocated.

Section 352. Notice
[This section has been deleted from the Committee print]

Section 353. DNA Identification of Terrorists

42 U.S.C. 14135(d) currently provides for the collection of DNA samples from felons convicted of a
list of federd crimes listed in the statute. However, under present law, DNA samples cannot be
collected even from persons federdly convicted of terrorist-related murdersin most circumstances.
Offenses relating to murders on high-jacked aircraft, blowing up buildings or murder of U.S. nationds
abroad are not now qualifying federa offensesfor purposes of DNA sample collection.

This new section extends DNA sample collection to al persons convicted of federd felonies.

Many States now authorize collection of DNA samples from dl felons and the United States Senate
passed legidation (S.254) in 1999 permitting sample collection from dl federd fdons.

Section 353 amends Section 3(d) of the DNA Analysis Backlog Elimination Act of 2000 (42 U.S.C.
14135b(d)) which governsthe collection of DNA samples from convicted federd offenders by adding
anumber of federd offenses that are most likely to be committed by terrorists. This change in section
3(d) will increase the probability of identifying terrorists who commit federal crimes and aid in their
gpprehension.

Section 354. Grand Jury Matters

Rule 6(€) of the Federd Rules of Crimina Procedure sets forth the procedures for the disclosure of
meatters before agrand jury. Rule 6(€)(3)(A) of the Federd Rules of Crimind Procedure provides for
an exception to the otherwise prohibited disclosure of matters before the grand jury.

Section 354 makes a change to Rule 6(€) of the Federa Rules of Crimina Procedure to permit, in
national security and terrorism cases, court-ordered disclosure of grand jury information to any
Federd law enforcement, intelligence, nationa security, nationa defense, protective, immigration
personnd or the President and Vice President of the United Statesin the official performance of
their duties.
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Rule 6(e) provides that “the disclosure shal be made in such manner, a such time, and under such
conditions as the court may direct.” Thisis achange from the Adminigtration proposd that would have
permitted disclosure to such entities without having to seek court authorization. The bills section require
obtaining court gpprova for such disclosures.

Section 355. Extraterritoriality

Chapter 113B of title 18 (18 U.S.C. § 2331 &. s2q.) setsforth the crimes of terrorism, including acts
of terrorism transcending nationa boundaries. Under current law, certain terrorism crimes can be
prosecuted by the United States regardless of where they are committed. For example, section 2333b
(terrorism transcending national boundaries) and section 2332a (use of weapons of mass destruction).
There are, however, no explicit extraterritoridity provisonsin other statutes that may be committed by
terrorigts.

The amendment made by Section 355 ensures that terrorist acts committed anywhere outside the
United States can be prosecuted by specifying the extraterritoria nexus created by the amendment.

Section 356. Jurisdiction over crimes committed at the United States facilities abroad.

Section 357. Special Agent authorities.

TitlelV - Financial Infrastructure
Section 401. Laundering the proceeds of terrorism

This section would amend 18 U.S.C. 1956(c)(7)(D), which prohibits conducting or attempting to
conduct afinancid transaction knowing that the property involved represents the proceeds of a
specified unlawful activity, by adding afurther predicate offense to the list of specified unlawful activities
in order to provide a more comprehensve coverage of the crime of money-laundering related to
terrorism. 18 U.S.C. 2339B, which prohibits providing materia support or resources to foreign
terrorist organizations, would be added to the list of crimes which define the term “ specified unlawful
activity.”

Section 402. Material support for terrorism
This section would amend 18 U.S.C. 2339A to amend the definition of the term “materia support or
resources” Theterm iscurrently defined as* currency or other financid securities, financid services,

lodging, training, safehouses, fase documentation or identification, communications equipment, facilities,
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wegpons, lethal substances, explosives, personne, transportation, and other physical assets, except
medicine or religious materias.” This section would replace the term “other financid securities’ with the
phrase “ monetary instruments or financial securities” This change would dlow for a broader range of
monetary instruments to be included within the scope of “materia support or resources.”

Section 403. Assets of Terrorist Organizations

This section would amend 18 U.S.C. 981 to expressy provide that any property used to commit or
facilitate the commission of, derived from, or otherwise involved in aFederd crime of terrorismis
subject to civil forfeiture provisons. Currently, only the “proceeds’ of a crime of terrorism are subject
to civil forfelture provisons.

Section 404. Technical clarification relating to provision of material support to terrorism

This section would clarify that the exceptions for food and agricultural products to the nation’s Trade
Sanctions Programs provided for in the Trade Sanctions Reform and Export Enhancement Act of 2000
shdl not limit the provisions of 18 U.S.C. 2339A or 2339B which prohibit providing materid support
or resources to terrorists and terrorist organizations. With this section, it is clear that anyone who
provides food and agricultura products in support of terrorist activity will till be subject to crimind
prosecution under sections 2339A and 2339B and will not be able to hide behind the exceptions to the
Trade Sanctions Program.

Section 405. Disclosure of Tax Information

This section amends 26 U.S.C. 6103(i)(3) to permit the disclosure of taxpayer identity information from
returns by the Internd Revenue Service to the extent necessary to the head of any Federd law
enforcement agency in order to assst in the investigation of terrorist incidents, threets, or activities. The
disclosure may also be made upon the particularized request of the head of a Federd law enforcement
agency. The section dso dates that returns and return information shal be open to ingpection by, or
disclosure to, officers and employees of the Department of Justice and the Department of Treasury
engaged in the collection or analysis of intelligence information concerning terrorist organizations or
activities and such information may be disseminated to other agencies only for usein andysis of and
investigation into terrorist activities.

Section 406. Extraterritorial Jurisdiction
Generdly, 18 U.S.C. 1029 prohibits the production, use, or trafficking of counterfeit access devices.
Access devices are any card, code, account number, pin number or other means of account access that

can be used to obtain money, goods, services, or any other thing of value. This section would add a
new paragraph that would make any person outside the jurisdiction of the United States crimindly liable
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for aviolation of 18 U.S.C. 1029 if the offense involves an access device issued , owned, managed, or
controlled by afinancid inditution within the jurisdiction of the United States and the person transports,
delivers, conveys, or otherwise stores, or holds within the jurisdiction of the United States, the
proceeds of such offense or property derived therefrom. Depending on the persons level of
involvement, the maximum pendty ranges from 10 to 20 years imprisonment.
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Title V-Emergency Authorizations
Section 501: Office of Justice Programs

This section removes any cagps or limitations available under the Victim's of Crime Fund to address the
needs of the victims of the terrorists attacks of September 11, 2001.  This provison specifically
alows the funds dlocated for responding to the needs of victims of terrorism within the United States to
be awarded to victim service organizations, public agencies (Federa, state and locd), and non-
governmenta organizations that provide assstance to victims of crime. This section makes changesto
the public safety officer benefits (PSOB) programs to provide for public safety officers disabled in the
September 11, 2001, terrorist acts and the rescue efforts associated with those.

Section 502: Attorney General’s Authority to Pay Rewards

This section specifies that any reward offered by the Attorney Generd in connection with hijackings or
terrorigt acts shal not be subject to spending limitations or count toward any aggregate spending
limitations.

Section 503: Limited Authority to Pay Overtime

Under the Department of Justice Appropriations Act for FY 2001, overtime pay for INS agents was
limited to $30,000. This section removes the limitation on overtime pay contained in DOJ
Appropriations Act for 2001 for border patrol and other INS agents.

Section 504: Secretary of State’ s Authority to Pay Rewards

This section amends the reward program operated by the Secretary of State, which provides rewards
for information that asssts in the prevention of acts of terrorism, narcotics trafficking, and other crimina
activities. In addition to the information the Secretary of State is authorized to make rewards for, this
section would authorize the Secretary to offer rewards for information that leadsto “dismantling an
organization” or information regarding the “identification or location of an individua holding aleadership
position in aterrorist organization.” This section aso amends the Secretary of States rewards program
to increase the maximum payment alowed to $10 million or more if the Secretary persondly determines
that a offer or payment is essentia to the nationa security interests of the United States.
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Title VI - Dam Security
Section 601. Security of Reclamation Dams, Facilities, and Resources

Section 2805(a) of the Reclamation Recreation Management Act of 1992 (16 U.S.C. 460I-33(a))
provides that the Secretary of the Interior shal promulgate such regulations as are necessary to ensure
the protection and well-being of the public with respect to the use of Reclamation lands and ensure the
protection of resource values. This section of the bill provides that any person who violates any
regulation promulgated by the Secretary of the Interior under 16 U.S.C. 460I-33(a) shall be fined,
imprisoned not more than 6 months, or both. This section dso provides that the Secretary may
authorize law enforcement personnd from the Department of the Interior, other Federd agencies, or
law enforcement personne of any State or loca government to act as law enforcement officers within a
Reclamation project or on Reclamation lands. This will ensure that an appropriate pendty will be
attached to any violation of regulations intended to protect the public safety on Reclamation lands and
that law enforcement officers will be avallable to enforce those regulations.

Title VIl - Miscellaneous
Section 701. Employment of Translators by the Federal Bureau of Investigations

Thereisagreat need to increase the number of trandators available to the Federa Bureau of
Investigation in order to assigt in the war on terrorism.  This section authorizes the Director of the
Federa Bureau of Investigation to expedite the employment of personnel as trandators to support
counterterrorism investigations and operations. This section aso directs the FBI to establish such
Security requirements as are necessary for these trandators and to report to Congress regarding the
gtatus of trandators employed by the Department of Justice.

Section 702. Review of the Department of Justice

In the wake of severa significant incidents of security lapses and breach of regulations, there has arisen
the need for independent oversight of the Federal Bureau of Investigations. Oversight of the Federa
Bureau of Investigationsis currently under the jurisdiction of the Department of Judtice Office of
Professona Responsihility. This section directs the Inspector Generd of the Department of Justice to
gppoint a Deputy Ingpector Generd for the Federd Bureau of Investigations and Civil Rights who shall
be responsible for supervising independent oversight of the FBI until September 30, 2004. This section
aso directs the Deputy Inspector to review dl information aleging abuses of civil rights, civil liberties,
and racid and ethnic profiling by employees of the Department of Justice.
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